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ABSTRACT: The proliferation of digital media has radically reshaped communication, journalism, 

entertainment, and public discourse. Platforms such as social media, OTT services, and digital news portals have 

democratized information dissemination, but have simultaneously ushered in complex legal and regulatory 

challenges. As digital media evolves faster than legislation, legal systems around the world—and particularly in 

India—are struggling to ensure a balance between individual rights, freedom of expression, and societal 

responsibilities. This chapter explores the legal challenges emerging in the digital media landscape, with a 

specific focus on India’s regulatory responses. It examines the tension between Article 19(1)(a) of the Indian 

Constitution, guaranteeing freedom of speech, and the increasing spread of misinformation, cyber defamation, 

hate speech, and digital harassment. In doing so, it critically analyses the Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) Rules, 2021, and the constitutional scrutiny they have faced. It also 

addresses platform liability, content takedown mechanisms, and algorithmic biases that affect content visibility 

and user autonomy. Additionally, the chapter investigates emerging concerns related to data privacy, 

surveillance, and digital profiling. The enactment of the Digital Personal Data Protection Act, 2023 is discussed 

in light of global data protection frameworks such as the GDPR, with attention to loopholes, implementation 

challenges, and judicial interpretations. Other pertinent issues explored include intellectual property violations 

in the digital sphere, the legal regulation of digital influencers, and ethical dilemmas surrounding AI-generated 

content. Using relevant Indian and international case laws, this chapter not only contextualizes ongoing debates 

but also highlights the urgent need for a dynamic and robust legal framework that can evolve with technological 

advancements. Ultimately, the chapter argues that safeguarding democratic values in the digital age requires 

more than reactive legislation—it demands anticipatory governance, digital literacy, judicial oversight, and 

international cooperation. The conclusion offers a way forward for aligning innovation with legal accountability. 
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1. INTRODUCTION 

In the contemporary digital era, media 

consumption and communication have 

undergone a transformative evolution. The 

advent of digital platforms—ranging from 

social media networks, over-the-top (OTT) 

services, blogs, podcasts, to independent 

news portals—has revolutionized the way 

information is produced, disseminated, and 

consumed. The immediacy, accessibility, 

and interactivity offered by digital media 

have democratized public discourse and 

challenged the traditional monopoly of 

legacy media institutions. However, this 

transformation has also ushered in a 

complex matrix of legal, ethical, and 

regulatory concerns that demand urgent 

scholarly and policy attention. The Indian 

digital media landscape, in particular, has 

expanded exponentially in both reach and 

influence, driven by affordable internet 

access and increasing smartphone 

penetration. Yet, this expansion has also 

created unprecedented challenges in 

maintaining content authenticity, 

regulating hate speech, curbing cyber 

defamation, ensuring data protection, and 

preserving constitutional rights—

especially the freedom of speech and 

expression guaranteed under Article 

19(1)(a) of the Indian Constitution. As the 

boundaries between user, publisher, and 

platform become increasingly blurred, 

conventional legal frameworks often 

struggle to keep pace with the dynamic 

nature of technological innovation. Recent 

legal developments in India, such as the 
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Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) 

Rules, 2021, and the Digital Personal Data 

Protection (DPDP) Act, 2023, represent 

attempts by the government to bring digital 

intermediaries and content creators within 

the ambit of regulatory scrutiny. These 

measures, however, have sparked intense 

debates around censorship, surveillance, 

state overreach, and the erosion of 

individual rights. At the same time, global 

frameworks like the General Data 

Protection Regulation (GDPR) offer 

important comparative insights into how 

legal systems can respond more 

comprehensively to digital disruptions. 

In this context, the present paper seeks to 

critically examine the legal challenges 

posed by digital media in India. It explores 

key issues such as platform liability, 

algorithmic transparency, privacy 

breaches, AI-generated misinformation, 

and ethical dilemmas faced by digital 

influencers and creators. By integrating 

doctrinal analysis with statutory 

interpretation and relevant case laws, both 

domestic and international, the paper aims 

to assess the adequacy and adaptability of 

current legal mechanisms. Ultimately, it 

advocates for a forward-thinking, flexible, 

and inclusive legal framework that aligns 

with democratic values while addressing 

the realities of a digitized society. 

2. REVIEW OF LITERATURE 

The intersection of digital media and law 

has attracted growing academic and policy 

interest in recent years. Scholars globally 

have recognized that while digital 

platforms have democratized access to 

information, they have simultaneously 

eroded traditional regulatory boundaries, 

challenging the legal system’s capacity to 

respond effectively. In the Indian 

context, legal scholars have emphasized 

the inadequacy of existing legislation in 

handling the fast-paced evolution of digital 

media. Basu (2021) critiques the Indian 

legal regime’s reactive approach to digital 

content regulation, particularly 

highlighting the overreach of the 

Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) 

Rules, 2021. Similarly, Mehta (2020) 

points out the ambiguity surrounding the 

liability of intermediaries such as social 

media companies, which creates a chilling 

effect on free speech while failing to offer 

sufficient safeguards against digital harms 

like hate speech and misinformation. 

Global studies further deepen this 

discourse. Balkin (2018) introduced the 

concept of "information fiduciaries" to 

argue that digital platforms should have a 

heightened legal responsibility toward 

users’ rights, especially regarding data 

handling and transparency. Meanwhile, 

Zuboff’s (2019) theory of "surveillance 

capitalism" explores how personal data is 

commodified by tech giants, often without 

meaningful consent—a theme that 

resonates strongly with concerns raised in 

the Indian scenario, especially in light of 

the 2023 enactment of the Digital Personal 

Data Protection Act. Several legal 

commentaries have drawn comparisons 

between the European Union’s General 

Data Protection Regulation (GDPR) and 

India's evolving privacy jurisprudence post 

the landmark Puttaswamy v. Union of 

India (2017) case. Scholars such as 

Bhandari (2022) have noted that although 

GDPR offers a comprehensive privacy 

protection framework, its implementation 

challenges mirror those that India is 

beginning to face under the DPDP Act, 

particularly in balancing state interests 

with individual autonomy. Furthermore, 

research by Rajagopal (2019) emphasizes 

the role of judiciary in safeguarding 
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freedom of expression in digital spaces, 

cautioning against excessive state 

surveillance and content takedown orders 

that bypass due process. In this regard, 

literature also highlights the pressing need 

for clearer definitions and judicial 

interpretations of terms like “offensive,” 

“harmful,” and “obscene” in the digital 

domain, which are often vague and 

inconsistently enforced. Emerging 

literature has also begun to address novel 

legal issues posed by AI-generated 

content, deepfakes, and influencer 

marketing. Scholars such as Srivastava 

(2023) argue for the urgent formulation of 

laws to govern these areas, noting that 

existing intellectual property and consumer 

protection laws fall short of covering these 

new phenomena adequately. 

3. RESEARCH DESIGN AND 

METHODOLOGY 

This research paper adopts a doctrinal 

and analytical legal research 

methodology, which is most suitable for 

evaluating statutory frameworks, judicial 

decisions, and scholarly opinions relating 

to digital media regulations. The focus is 

on the interpretation of primary and 

secondary legal materials, including 

constitutional provisions, legislation, 

subordinate rules, and judicial 

pronouncements relevant to digital content 

regulation, data privacy, and online 

expression. The study begins with a 

critical examination of the Information 

Technology (Intermediary Guidelines 

and Digital Media Ethics Code) Rules, 

2021 and the Digital Personal Data 

Protection Act, 2023, analyzing their 

scope, limitations, and impact on 

stakeholders such as digital platforms, 

content creators, and individual users. 

These laws are evaluated in light of 

constitutional guarantees under Article 

19(1)(a), and key case laws including 

Shreya Singhal v. Union of India (2015) 

and Justice K.S. Puttaswamy v. Union of 

India (2017). In addition to doctrinal 

analysis, the study uses a comparative 

legal approach to assess how similar 

challenges have been addressed in 

jurisdictions like the European Union 

(through the General Data Protection 

Regulation – GDPR) and the United States 

(through platform liability doctrines under 

Section 230 of the Communications 

Decency Act). Furthermore, legal 

literature, expert commentaries, and 

scholarly articles are reviewed to 

understand emerging trends such as 

algorithmic regulation, platform 

accountability, and the legal implications 

of AI-generated content. These sources 

enrich the analysis by offering diverse 

perspectives on how legal frameworks can 

adapt to the constantly evolving digital 

ecosystem.  

The research does not involve empirical 

data collection; rather, it relies on 

qualitative, normative analysis to draw 

conclusions about the strengths and 

weaknesses of current Indian legal 

frameworks. The goal is to propose 

constructive legal reforms that align 

technological innovation with 

constitutional values and international best 

practices. 

4. RESULTS AND DISCUSSION 

The examination of the current digital 

media landscape in India reveals a legal 

and regulatory environment that is 

simultaneously evolving and struggling to 

keep pace with technological 

advancements. A central finding of this 

study is that while India has taken 

significant steps to regulate digital 

platforms, the laws remain reactive and 
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fragmented, often resulting in ambiguity, 

overreach, or under-enforcement. One of 

the most debated legal instruments is the 

Information Technology (Intermediary 

Guidelines and Digital Media Ethics 

Code) Rules, 2021. These rules were 

introduced to bring greater accountability 

to digital intermediaries, including social 

media platforms, news portals, and OTT 

services. While the intent was to curb 

misinformation, hate speech, and unlawful 

content, critics argue that the rules enable 

excessive governmental control, infringing 

upon the constitutional right to freedom of 

speech and expression under Article 

19(1)(a). Judicial scrutiny in cases such as 

Live Law Media v. Union of India has 

raised concerns about the vagueness of 

terms like “offensive content” and the lack 

of safeguards against arbitrary takedown 

orders. In parallel, the Digital Personal 

Data Protection (DPDP) Act, 2023 was 

enacted to regulate the processing of 

personal data and protect user privacy. 

This legislation marks a step forward, 

especially after the Supreme Court’s 

landmark ruling in Justice K.S. 

Puttaswamy v. Union of India (2017) that 

recognized privacy as a fundamental right. 

However, the DPDP Act has been 

critiqued for granting broad exemptions to 

the government, lacking strong 

enforcement mechanisms, and not 

establishing a fully independent data 

protection authority. Comparisons with the 

General Data Protection Regulation 

(GDPR) of the European Union illustrate 

the need for India to adopt a more robust 

and balanced approach to data governance. 

Another key finding pertains to platform 

liability and algorithmic opacity. Social 

media platforms act as both intermediaries 

and amplifiers of content, yet they are 

often shielded from responsibility under 

the “safe harbour” provisions of the IT 

Act, 2000. However, this immunity is 

contingent upon compliance with due 

diligence requirements. The opaque nature 

of content recommendation algorithms, 

which can inadvertently amplify harmful 

content, raises questions about 

accountability, user rights, and informed 

consent. There is a growing demand for 

greater transparency in how these 

algorithms function and how decisions 

about content visibility are made. 

Intellectual property violations and AI-

generated content present further 

challenges. The rise of generative AI tools 

capable of producing deepfakes, synthetic 

media, and unauthorized replications of 

copyrighted material has tested the limits 

of existing copyright and trademark laws. 

The Indian Copyright Act does not yet 

adequately address the legal status of AI-

generated works, leaving courts and 

regulators with little guidance. Legal 

scholars have begun advocating for 

adaptive reforms that can extend 

protections to creators while also ensuring 

ethical boundaries in digital creativity. 

Additionally, the unregulated sphere of 

digital influencers and sponsored 

content is emerging as a grey area in 

consumer protection and advertising law. 

While the Advertising Standards Council 

of India (ASCI) has issued guidelines for 

influencer marketing, enforcement remains 

weak. The lack of disclosure, misleading 

promotions, and manipulation of consumer 

behaviour via social media demand legal 

reforms that hold digital creators and 

platforms accountable for deceptive 

practices. 

5. CONCLUSION 

The evolution of digital media has 

fundamentally reshaped the contours of 

communication, information 

dissemination, and public participation. In 

India, this transformation has been both 
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empowering and problematic—offering 

unparalleled access to expression and 

engagement, while simultaneously 

generating complex legal and ethical 

dilemmas. The findings of this study 

underscore that the existing legal and 

regulatory frameworks are often reactive 

and fragmented, lagging behind the rapid 

pace of digital innovation. Regulations 

such as the Information Technology 

(Intermediary Guidelines and Digital 

Media Ethics Code) Rules, 2021 and the 

Digital Personal Data Protection Act, 

2023-mark important milestones in India’s 

attempt to govern the digital sphere. 

However, these laws also expose 

significant gaps related to transparency, 

accountability, enforcement, and 

protection of fundamental rights. 

Particularly concerning is the potential for 

overregulation that may stifle free speech 

and enable excessive state surveillance. 

This paper also reveals emerging concerns 

that require immediate attention—

algorithmic discrimination, unchecked 

platform power, AI-generated 

misinformation, data commodification, 

and the legal grey areas surrounding 

influencer marketing and digital creativity. 

These issues transcend traditional legal 

boundaries and necessitate an 

interdisciplinary, anticipatory, and globally  

Ultimately, the goal is not merely to 

control the digital landscape but to shape it 

responsibly. Ensuring that digital media 

serves as a force for democratic 

empowerment—rather than 

disinformation, exploitation, or control—

requires continuous legal engagement, 

policy foresight, and a rights-based 

regulatory vision. 
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informed approach. Moving forward, India 

must prioritize the creation of a flexible 

and adaptive legal ecosystem that balances 

innovation with regulation. Legal reforms 

must be rooted in constitutional values, 

international best practices, and a strong 

commitment to democratic oversight. 

Additionally, enhancing digital literacy, 

judicial activism, and multi-stakeholder 

collaboration will be crucial in fostering a 

digital environment that respects user 

autonomy, promotes ethical standards, and 

safeguards civil liberties. 

 

 

 

 

REFERENCES 
1. Balkin, J. M. (2018). Free speech in 

the algorithmic society: Big data, 

private governance, and new school 

speech regulation. UC Davis Law 

Review, 51(3), 1149–1210. 

2. Basu, P. (2021). Digital regulation in 

India: The paradox of overreach and 

under-enforcement. Indian Journal of 

Law and Technology, 17(2), 94–112. 

3. Bhandari, R. (2022). Comparative 

privacy frameworks: India’s DPDP 

Act and the GDPR. NUJS Law 

Review, 15(1), 21–38. 

4. Government of India. (2021). The 

Information Technology 

(Intermediary Guidelines and Digital 

Media Ethics Code) Rules, 2021. 

Ministry of Electronics and 

Information Technology. 

5. Government of India. (2023). The 

Digital Personal Data Protection Act, 

2023. Ministry of Law and Justice. 



    

 

Jagannath University Research Journal (JURJ)          Volume No. VI , Issue No II, Nov, 2025,  ISSN: 2582-6263 

 

Copyright © JURJ 
https://www.jagannathuniversity.org/ Page 63 

 
 

6. Mehta, K. (2020). Regulating fake 

news and online speech in India: 

Constitutional challenges and policy 

gaps. Journal of Media Law and 

Ethics, 9(1), 67–82. 

7. Rajagopal, A. (2019). Judicial 

protection of digital speech: Freedom 

of expression in the age of social 

media. Indian Law Review, 3(1), 45–

70. 

8. Supreme Court of India. (2015). 

Shreya Singhal v. Union of India, AIR 

2015 SC 1523. 

9. Supreme Court of India. (2017). 

Justice K.S. Puttaswamy (Retd.) v. 

Union of India, AIR 2017 SC 4161. 

10. Zuboff, S. (2019). The age of 

surveillance capitalism: The fight for 

a human future at the new frontier of 

power. PublicAffairs. 

 


